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CheckEU(f,, f,) for 3 f, UT,

procedure CheckEU (f, f2)
= {s| f; € labek(s) };
for all s € T do label(s) := label(s) VU{E[fi U f2] };
while T # @ do
chooses € T';
T:=T\{s})
for all ¢ such that R(z, s) do
if E[ f; U f>] & label(t) and f; € label(t) then
- label(t) :=label(®) U{E[f1 U f2]1 };
T :=TU({t});
end if;
end for all;
end while;
end procedure

Figure 4.1
Procedure for labeling the states satisfying E[ f; U f3].
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C) CTLE Ak riw 52 (F)

EM (M) ¢ o oG R AR B o
34, {7 transitive closure:
= 8% - | For all s, 8’ do
B if (s, s')eM’, Reach[s, s'] := 1;
else Reach[s, s’] :=0;
2 Fors, s’ do
For all s” do

Reachls, s'] := Reach[s, s'] v
(Reach[s, s"] A Reach[s", s']);
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sz= Strongly Connected Components

(SCC)

¢ A strongly connected component (SCC) C
1s a maximal sub-graph such that every
node in C 1s reachable from every other
node in C along a directed path entirely
contained within C.

Two SCC:
{S1, S, S3}

{S4}

12



CheckEG( f,) for LI f,

procedure CheckEG( f;)
S :={s| fi €label(s) };
SCC :={C | C is anontrivial SCC of §" };
T:=UcescclslseC}
for all s € T do label(s) := label(s) U { EG f, };
while T # @ do
choose s € T;
T:=T\({s};
for all ¢ such that € S’ and R(z, s) do
if EG f, & label(t) then
label(t) :== label(t) U{ EG f, };
T:=TU({t}h
end if;
end for all;
end while;
end procedure

Figure 42
Procedure for labeling the states satisfying EG f;.
. 13



Microwave Oven Example

start oven

open door close door
A
5
Start
Close
~Heat
Error
Figure 4.3

Microwave oven example.

open door

reset

~Start
~Close
~Heat
~Error

close door

~Start
Close done
~Heat
~Error

start oven

Start warmup
Close

~Heat
~Error

open door

~Start
Close
Heat
~Error

start cooking

Start
Close
Heat
~Error
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¢ SCC(—Heat) = {1, 2, 3, 5}
¢ S(dL1—Heat) = {1, 2, 3, 5}

¢ S(Start A

—Heat) = {2, 5}

¢ SAO(Start A I —Heat)) = {1,2,3.4,5.6,7}
¢ S(—3(Start A AL]—Heat)) = &

15



~ J Fairness Constraints

¢ F={P,, ..., P} // fairness constraints
¢ Fair SCC C & VP, € F, dstate t, € (C n P;).

. ¢ CheckFairEG(f,): Fair SCCs

¢ Define “falr’: atomic proposition, true at a
state S 1ff there 1s a fair path starting at S.

e M,s Ep afair, M,s E30(f, A fair),

¢ CheckEUFair(f,, f,) = CheckEU(f,, f,Afalr)
=M, s £3 (f, U (f, A fair))

16



4 . (Start > V<{>Heat)
¢ F = {[LJO(Start A Close A —Error)}
i 8 ¢ S(Start)={2,5,6,7}

& S(—Heat) = {1, 2,

3,5,6)

¢ SCC(—Heat) = {1, 2, 3, 5} 1s NOT fair
¢ S(dLI—Heat) = { }

¢ S(3(Start A 3

¢ S(—I<(Start A 3

—Heat)) = { }

—Heat))={1,2,3,4,5,6,7}

17



€ ) Model Checking Real-Time Systems

¢ Real-Time Systems:
— Timed Automata (TA)

¢ Real-Time Properties:
— Timed Computation Tree Logic (TCTL)

¢ Given a real-time system S modeled by a
setof TA{A, A, ..., A} and a real-time

property specified by a TCTL formula ¢,
check if S satisfies ¢ (S = ¢ ?).

18
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L} Timed Automata ® P p & §%

A=(Q 0y P, X, i E, 7, m)
Q: 3 x| gLefk & (set of control locations)
do - £33+ BE (Initial location)
2 P: fAgnf £ (set of propositions)
X s EE & (set of clock variables)
u:Q-oI'(PX); 2 #+|2kenfz 2 i% i (invariant)
EcOxQ : #+|2t & cnf & (set of transitions)
7:ESI'(P, X) ; & #&$ e ix it

(triggering condition)

7 E 2% A o &4hreset= # (5{?? ) &
Brda 2 #cen B & (set of clocks to be reset)

21



U=% #- T(.B;i ¥ ,.?;. Hi): z =50
- P={}, X={xy} T4, )= true
4 1 (E4)=x<500A2<50 7 (24 .54#)={z
Cu(& ¢ )=true m(E8,.67)={

B
=

X <£500ms
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'€} Parallel Composition of TA

¢ A=(Qq, o1, Py, Xy, 1y, By, 7, ),

A,=(Qy, Qops Poy Xy, 1, By, 1, 1)

¢ AL || A =(QxQy, 0y PLUP, X U X, 4,
E,. oA mUm)

¢ (,: a merge of (,, and q,,
¢ (0, q) = 4(0) A 15(9')

¢ E: set of interleaved transitions with
synchronization transitions identified

23



A Manufacturing Example

conveyer belt
%
A - e
% Y inspection
///5’. point
D-Robot
G-Robot
|-—-—| processing station
Figure 17.2

A manufacturing example.
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Manufacturing Ex: D-Robot TA

s—ready
D-Wait =0 D-Pick
i X<=2
=0 d-pick
S5<x<=6 T=x<=2

d-turn-|

X:=0
Te=x<=2

Figure 17.3
Timed automaton for D-Robot,

=0

d-turn-r

S<=x<=6
d-put x:=0
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Manufacturing Ex: G-Robot TA

middie
G-ins ¢ G—-Pick
¥y=0 YyuB
y=0 g-pick
ay<=10 3<ay<=8
=0
a-ampty

y:=0

Figure 17.4
Timed autormaton for G-Robot.
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Manufacturing Ex: Station TA

s—empty

8<=z<=10
=0

s—ready

Figure 17.5
Time automaton for processing station.
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b-mov 133<b<=134 b:=0

Figure 17.6
Timed automaton for box.
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L ] Model of Manufacturing System

¢ M = D-Robot || G-Robot || Station || Box

¢ Transitions with same labels are 1dentified
as one 1n M.

" o E.g.: g-put in G-Robot, Station, and Box
¢ E.g.: d-pick 1n D-Robot, Station, and Box

29
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Ax ik

+ , A S, ol =
P B et K

Q, 0y P, X, 4, E, 7, 7)

n .

B < X

v s B - kR R Rt
(state predicate) 7
= Iff  v(p) =true

— X ~C Iff v(X)~c
—X-y~d Iff v(X)-v(y)~d
e/ Iff notv g

= nviff - vEm & vER,
s=@,v) ;s Fnpiff v Eqg
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(v+9)(p) = v(p)
(v+O)X)=v(X)+ O
e b7 - B YcX » WE- BAT S ¥k
(WY)(p) = v(p)
(W)(X) =0 Iff x eY
(W)X)=v(X) Iffx eY
¢ ETs=(q,V)EYcX > sY=(q,WY)
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— 1 #& #& (transition) e 5L T_&
A bEs=(qvers=(0q,v)
s—>s' Gl il sesk il o' 0§ - B iff
¢*(0,9) eE
¢s =7(q,Q"
¢sz(d,9) F #(Q)
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e —+ = 2 A ST ~
g 7 i

A=(Q, q,, P, X, 11, E, 7, ) 773+ 5 (computation)
S,-run: S, 32...sk .........

¢ ¥t773 k20> s 2 E 5 4o(q, V) 5 ik

\E o)

I # =— #monotonically increasing »
divergent=rzt § @ #c 5 7|
tyt e b e .
13 k=0
€475 te[0, byt 10 s+t = u(q)
®Either s, + (t.;—t,) = S,y or S+ (t;—t ) = Spa
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7= Timed Computation Tree Logic

(TCTL)
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A=(Q, q, P, X, 1, E, 7, m)

AV Eg; FKik QY B E @

A(0,V) E ;s T _&4ostate predicate H

A(9,v) E— o, iff not A(g,v) £,

AQ,V) £ ¢,ve,iff AQ,v) Fg, &
A,(0,v) E 2,

A,(q,V) ’:EI gﬂl[]fvc (ﬂ2|ff

A(q,v) 30 o, iff ..
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Q) TCTLH%E &

A= <Q’ qO’ 39 Xa H, E, 7, 7Z'>
Aa,v) FI0O_ @, iff 5 &

§ - ¢ (Q,V)-run © S;S;Sy ... S e e , g3

¢ monotonically increasing ~ divergent=2t
M- = R PN T S
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F ttt—t,~c - Bl As tt E o,
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TE A Fo (ARE g ;s A po- BHA])
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T2 TR E

Y

X:=0;

X=300
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) TCTLH-A 4k 5 B° AL e F

¢ Real-time systems 774 #:,% % » B 77f
& B g 7

o BE R EB i IR R 7

AT A senfitt > 1 X Rl AR
g
P

EF X 4 3 % %5 #areal-time automata
— & @ 3ueni®ix > 3R & _periodic model

¢ REFILERGY > 5 FLHTF A
®d » 2£* real-time automataz ¥ -
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e TCTLAC3 e e b 4

Infinite States = Finite Regions
Two states are in the same region, I.e.,
@ v=@.v) 7
¢g=q
2 ¢ ¥t5 pePov(p)=vi(p)
e e X e X v(X) EVI(X) ) 3Cy B
2 AT
EZvX)SCAV(X)LC » Bl Lv(x)]=Lv'(x)]
¢ #orp X, ye X v(X) Ev'(X) [ *Cy BF 0 o]
HeWA VR AP o
T v(X)<C Av'(X)<C > fl]
v(x) = Lv()) < v(y)-Lv(y)] iff
v'(X)=Lv'(X)] < v'(y)-Lv'(y).
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3 » BFclock: X ~y
q, V)

V' (X)=3.7 =4
V(Y)=5.3 _T I'F?

V' (X)=4.3 =
V' (Y)=5.8 _T IE

V' (X)=3.5 S
V(Y)=5.51 ?

Vo= 89 |
V(y)=1003




)| 2 Clocks with ¢,=2, ¢~ 1

28 Clock Regions:

e 6 corner points,

1 14 open line
segments,
» X -
0 1 2 e 8 Open regions
Figure 17.7

Clock region example.
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s TCTLB- 3] e o I AL

Equivalent States: (g, v)=(Q',v') * &
¢ gq=q

— 2R ke i B o

e ¥ pePov(p)=vi(p)

— ¥ %973 Boolean R #icinE BE o

¢ Horg x e X v(X) BV(X) o] *Cy, B > B
B '“v\?l‘Bi“*

— ¥ e X~ CR 3V nE BiE o
¢ Ho75 Xy € X0 v(X) BVI(X) o] 3Cy, , FF
| BFR e FVE R AR e o
~ T OUHEVE- BA RN X~CERFL PN
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TCTL#- 2] & = & 42

¢ S=S hE WM KT T A R
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O TCTL A R R
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A,(q,V[Z]) ’:El ¢1U~C{ﬂ2
— vzl vz 2>- & ,uﬁgj v[z](2)=0

¢ A v[z]) F3p U @, iffs &4 (q,v[z])
# 40 eregion & 7)) 1y 1, ... 1,
— ol e N 3558 g,
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o TCTL®: E pF p & % i A e ok I 42 &
PSPACE-complete °

& ¢ TCTL ssatisfiability i° 42 > # undecidable o
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£ § Clock Zones

¢ Finite representation of infinite state-space

¢ Conjunction of inequalities such as:
X<c | X<c¢ | x—-y<c | x=y<c
X,ye X,ce”Z

¢ General form of a clock zone:

XO:O/\/\OSiian (Xi_XjNCij)

SEEE

58



€} Clock Zones (Operations)

¢ Clock zones are closed under 3 operations:
¢ Letz,,z, be two clock zones, Y = X, 1= 0
¢ Intersection: z, A z,1s a clock zone
(Conjunction of conjunctions)
¢ Clock Reset: z,(Y:=0) is a clock zone
(Proof on pages 284 ~ 287)
¢ Time Elapse: z, +tisa clock zone
(See next page)

59



Figure 17.8
The clock zones ¢ and 1.
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'} Zones = Symbolic States

¢ Zone: (S, 2), where S: location, z: clock zone
represents a symbolic state.

¢ Successor Clock Zone: z' = succ(z, e),
where z: clock zone, €e: transition

(successor clock zone obtained from z after
time elapse and executing transition €)

¢ Successor Zone: (s, succ(z, e)),
where e: s> &'

61



To obtain Successor Clock Zone (succ(z, €))
¢ Intersect z with 1 (S)
¢ Let time elapse in S (operator te())

¢ Intersect with u (S)
¢ Intersect with 7 (e)
¢ Reset all clocks from 7 (e)

succ(z, e) = ((te(zau (5)) A w(S) A 7(e))[ 7 :=0])
Closed under A, te(), reset, also a clock zone!!
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¢ Zone Graph 1s a transition system Z(A)
¢ States = zones of A
2 ¢ Initial state = (s, [X := 0])
" & For each transition € of A:

a transition: (S, z) =2 (S', succ(z, €))
¢ Zone reachability =» State reachability
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'L ] Difference Bound Matrix (DBM)

¢ DBM 1s a matrix to represent a clock zone

0 X X
| n
0 <C
X1 < o0 <Tr
X | <d
n

l.e., X; >C

64



DBM (Example)

0 X, X

0] <0 <-1 <0
X, | <o <0 <2
X, | £2 <o <0

65



DBM (Uniqueness)

¢ A zone 1s not uniquely represented by a DBM
¢ Zone: X; — %X, <2 A 0<X,22 A 1ZX
¢ X, —X%<2and X, <2 => X, <4

0 X, X 0 X, X
0 <0 <-1 <0 0 <0 <-1 <0
X <ol <0 <2 = x |<4| <0 <2
X, | £2 <o <0 X, |£2 <o <0




DBM (Canonical Form)

¢ Canonical (unique) form of DBM for a zone
¢ Tightening operation:

where  dy = dj + dy,

~y = < 1f both ~; and ~; are <
< otherwise

¢ Apply tightening operations to a DBM until
no more change 1s possible!




¢ Check 1f all elements on main diagonal are
(=0)
— Yes = nonempty

— No =>» empty or unsatisfiable

¢ Empty or unsatisfiable =»
At least 1 negative entry on main diagonal

¢Eg |Xi—x,<-1 =20<-1/=>» FALSE!!!




where

¢ Intersection: D=D, AD, (all DBMs)
¢ Let D,(1,])=~,¢, and D,(l,])=~, C,

D(1, J) = (min(c,, C,), ~)

if ¢, <¢C,
e =0
if ¢c,=C,and ~, =~,
if ¢,=cC,and~, #~,
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L} DBM (3 operations: Clock Reset)

¢ Clock Reset: D' =

D[Y:=0], YcX

defined as follows:
*D'(1,))=(0)
* D'(1, J) = D(O, J)
* D'(1, J) = D(1, 0)
* D'(1,)) = D(1,))

if X, X; € Y

if XjeYandx ¢ Y
if X;e YandXx;¢Y
if X;¢ YandX; ¢ Y
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¢ Time Elapse: D' = te(D) defined as follows:
¢ D'(1,0) = (<), forany i = 0
E ¢ D'(1, ) =D(,]), fori=0orj=0

<0
<2
<0
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DBM (3 operations)

¢ All 3 operations can be efficiently
implemented

¢ DBM must be canonalized (using tightening)
*  before any of the 3 operations (intersection,
clock reset, and time elapse)

¢ After any of the 3 operations, a DBM might
no longer be canonical!

¢ Last step: Reduce to canonical form!!!
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©) DBM (Zone Graph Construction)

¢ Clock zones: represented by DBM

¢ Successor clock zones succ(z, €): computed by
the 3 operations: intersection, reset, and time
elapse on DBM 1nstead of on clock zones

sO st
a
y>=3 y:=0
y<=10
y<=5 Xx<=8

Figure 17.1
A simple timed automaton.
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DBM (Zone Graph Construction)

¢ Initial state: (s0, Z0), Z0:X=0Ay=0

-
IN
IN
IN

>
IN
o O O
IN N
oS O O
IN
o O O

<<
IN
IN

Zone D,
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DBM (Zone Graph Construction)

¢ Invariant 1 (sO)1s 0<X A 0<y<5

X O
VAN

8 O

VAN VA

hn O O

<<
IN
N
IN
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‘€ J DBM (Zone Graph Construction)

¢ Step 1: Intersection D, with u (s0) gives D,
¢ Step 2: Let time elapse: te(D, A £ (s0) )

0 X vy 0O x Yy

01<0 <0 <0 0 <0 <0 <0
x|<0 <0 <0™ ¥ x|<wo <0 <0

y | <0 <0 <0 y|<wo <0 <0
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‘€ J DBM (Zone Graph Construction)

¢ Step 3: Intersect with 1 (s0) again

0 X y 0 X Yy
0 <0 <0 <0 0 <0 <0 <0
X | <o <0 < — X[ <5 <0 <0
y| <o <0 <0 y|<5 <0 <0
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DBM (Zone Graph Construction

¢ Trigger t(a)=y >3

0 <0 <0 <13
X| <o <0 <o

y| | <o <o <0
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‘€ J DBM (Zone Graph Construction)

¢ Step 4: Intersect with trigger t(a)

0 X y
<0 <3 <3
<5 <0 £0
<5 <0 <0
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L} DBM (Zone Graph Construction)

0 X y 0 X y
0 <0 <3 <3 0 <0 £-3 <0
x|<5 <0 <0™7x|<s <0 <5
v|1<5 <0 <0 y <0 <-3 <
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€ DBM (Zone Graph Construction)

¢ Successor of (s0, Z0) 1s (s1, Z1)

¢ Repeat the same 5 steps:

¢ (50, 4<y<5A4<y—xX<5AXx=0)
¢ (s1,0<X<1A0ZSX-y<1AYy=0)
¢ (50, 5<Yy<8AS<SYy—Xx<8AX=0)

¢ (s, x=0AYy=0),
which 1s contained 1n the 2nd zone, thus no
more new zones can be generated!!!
No more change! Stop! Zone Graph!
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Binary Decision Diagram (BDD)

¢ BDD: A canonical form representation for
Boolean formulas.

¢ Motivation:

— Too much space redundancy 1n traditional
representations

— BDD 1s more compact than truth tables,
conjunctive normal form, disjunctive normal
form, binary decision trees, etc.

— BDD has a canonical form
— BDD operations are efficient
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BDD (Binary Decision Tree)

Figure 5.1
Binary decision tree for two-bit comparator.

83



L J BDD (redundancy in BDT)

¢ Binary Decision Trees (BDT):
— Same size as truth tables

— Lots of redundancy: Out of 8 subtrees rooted at
b, only 3 are distinct!!!

— Merge isomorphic subtrees = BDD

¢ BDD is a rooted, DAG with 2 types of
vertices: terminal and nonterminal

¢ Each nonterminal Vv 1s labeled with var(v)
and has two successors: low(V) and high(v)

¢ Each terminal vertex 1s labeled 0 or 1
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'€ } BDD (Boolean Function)
¢ BDD B with root vV determines Boolean

function f (X, ..., X,) as follows:

. %8 ¢ [T vis a terminal vertex

f (X, ..., X) = value(v) e {0, 1}

¢ [TV 1s a nonterminal vertex with var(v) = x;:

fv(xla o Xn) - (_' X A 1:Iow(v)(xla o Xn) ) v
(Xi A Thighan X1 <5 X))
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' J BDD (Canonical Form)
| ¢ Canonical Form:

Two boolean functions are logically
equivalent 1ff they have 1somorphic
representations

** ¢ Why Canonical Form?
Simplifies equivalence checking and
satisfiability checking

¢ BDD Canonical Form

1. Same variable order along all paths from root
to terminal

2. No 1somorphic subtrees or redundant vertices
86



2 BDD (Canonical Form)

¢ For requirement 1 (same variable order):
— Total ordering < on all variables
— If u has a nonterminal successor V,
then var(u) < var(Vv)
¢ For requirement 2 (no redundancy):
Apply 3 transformations repeatedly:
— Remove duplicate terminals
— Remove duplicate non-terminals
— Remove redundant tests
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BDD (Canonical Form)

¢ Remove duplicate terminals: Eliminate all
but one terminal vertex with a given label
and redirect hanging arcs.

» ¢ Remove duplicate non-terminals: If var(u) =
var(V), low(u) = low(v), high(u) = high(v),
then eliminate U or V. Redirect hanging arcs.

¢ Remove redundant tests: If low(Vv) = high(v),

then eliminate v and redirect incoming arcs
to low(V).
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. BDD (Canonical Form)

¢ Apply 3 transformations
repeatedly 1n a bottom-up
manner

¢ Time: O(|BDD))

¢ Gives Ordered BDD
(OBDD)

¢ Order: a,<b, <a,<b,

¢ OBDD for two-bit
comparator example

Figure 5.2
OBDD for two-bit comparator.
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C) Ordered BDD (OBDD)

¢ Since OBDDs are canonical, it is easy to:
— check equivalence = check BDD 1somorphism
— check satisfiability = check BDD 1somorphism
with OBDD(0)
¢ Si1ze of OBDD depends critically on
VARIABLE ORDERING!!!

¢ 2-bit comparator example:
Change variable order to: a, <a, <b, <b,
11 vertices instead of 8 fora, <b, <a, <b,
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¢ a,<a,<b,<hb,
¢ In general, for n-bit
comparator:

a, <b, <..<a,<b,
gives 3n + 2 vertices

a, <..<a,<b<.<Db,
gives 3 x 2"— 1 vertices

Figure 53
OBDD for two-bit comparator.
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L J OBDD (Variable Ordering)

¢ Infeasible to find an optimal variable
ordering!

¢ Checking a particular ordering 1s optimal 1s
NP-complete!

¢ There are Boolean functions with
exponential size OBBDs for any ordering!

¢ Eg: n" output of a combinational circuit to
multiply two n bit integers
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L J OBDD (Variable Ordering)

¢ Heuristics to find a good variable ordering:

¢ Depth-First Traversal of circuit gives a
good variable order

~ o Intuition: related variables should be
grouped together 1n the order

¢ Dynamic Reordering:
— to save time and space,

— not to find an optimal ordering.
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OBDD (Operations)

¢ All 16 two-argument logical operations can
be implemented efficiently on OBDDs.

¢ Time Complexity = O(|OBDD,| x |OBDD,|)
ol Key Idea: Shannon Expansion
T=(=XATlog) VXAT] )
o Letf, f'=0BDDs, Vv, V' =roots,
X =var(v), X =var(V')
¢ Apply(f, T', *,): a uniform algorithm for all
16 operations *
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OBDD (Apply Algorithm)

L o If Vv, V' are terminals,
f*f'=value(v) * value(V')

. ¢ It X=X, then use Shannon Expansion:
L = (XAl * o) v
( XAT |x:=1 “f '|x:=1))
¢ If X <X', then Shannon Expansion simplifies:

F4E = (X A (Flumg® £0) v (KA |y * )
(. ', =1".-, =T'does not depend on X)
¢ If X' <X, same as previous.
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) OBDD (Efficiency)

¢ A problem generates 2 sub-problems

¢ Use dynamic programming to avoid
exponential algorithm

~ & # sub-graphs = |OBDD(f)
¢ A sub-problem depends on 2 sub-graphs

¢ # sub-problems < |OBDD(f,)| x |OBDD(f,)|

¢ Result Cache: computed sub-problems in
canonical form

¢ Modern BDD package: millions of vertices!
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. OBDD (Representing Kripke Structures)

¢ State variables: a, b

¢ Add new state variables: a', b’
¢ S;2S,:(anbaa A-b)

¢ Full system:

@nbara A=b)v(@aa-baa A-=b)v
(@an—-bAaa Ab)

51 52

Figure 5.4
Two-state Kripke structure.
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K Symbolic = Manipulation of Boolean
formulas

¢ Symbolic =» Operate on entire sets of states
instead of individual states and transitions

—




€} Fixpoint Representations

¢ M(S, R, L): Finite Kripke Structure

¢ P(S): power set of S

¢ ¢ Least element in P(S): False = empty set
¢ Greatest element 1in P(S): True =S

¢ Predicate transformer: 7: P(S) — P(S)
¢ 2(2)=2Z, t"Y(2) = 7' (2)
¢ 71s monotonic if P Q = 7(P) < 7(Q)
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L J Fixpoint Representations

¢ Fixpoint characterization of temporal logic
operators

¢ A set S' — S i1s a fixpoint of a function
7:P(S) > P(S) if r(8") =S
(S: set of states, P(S): power set of S)

¢ A monotonic predicate transformer 7 on P(S)
always has:
— a least fixpont: uZ.7(2)
— a greatest fixpoint: vZ.7(2)
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Least Fixpoint

¢ False ¢ r(False) < r%(False) c ...

¢ No. of iterations < |5
¢ Last iteration: 7(Q)=Q=uZ.7(2)

1Z.7(2)

7 (False)
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| Least Fixpoint Algorithm

function Lfp(T au : PredicateTransformer) : Predicate

Q = False;
Q' = Tau(Q);
while (O # Q') do
Q=0
Q' :=Tau(Q');
end while;
return(Q);

end function

Figure 6.1
Procedure for computing least fixpoints.
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| Greatest Fixpoint

¢ True o 7 (True) o 7%(True) o ...
¢ No. of iterations < ||
- 78 ¢ Lastiteration: 7(Q)=Q=vZ.7(Z)
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Greatest Fixpoint Algorithm

function Gfp(T au : PredicateTransformer) : Predicate

Q := True;
Q' :=Tau(Q);
while (Q # Q') do
Q= Q]
Q' :=Tau(Q");
end while;
return(Q);

end function

Figure 6.2
Procedure for computing greatest fixpoints.
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€ J} Fixpoint Characterizations

¢ VOp=uzZ.pvvOZ
¢ 3OCp=puz. pv30Z
BB ¢ vOp=vZ.pAVOZ
o dldp=vZ.pA3OZ

¢ Vip Ul =puZ. v (p AVOZ)
¢3[p Upl=uZ. gv(p A30Z)
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t2(False)

Figure 6.3
Sequence of approximations for E[p U gq].

106



Symbolic Model Checking for CTL

¢ Kripke Structures are represented
symbolically using OBDDs.
¢ Quantified Boolean Formulas QBF(V):
™ — every propositional variable in V is a formula
— —f, fv g, fAQare formulas, if f and g are

— 3Jv fand Vv f are formulas, if f is and veV

¢ Every QBF formula can be represented by
an OBDD
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&= Symbolic Model Checking
¢ Algorithm
f ¢+ Check(a CTL formula) returns an OBDD

that represents all system states satisfying
the formula

| ¢ Inductive definition of Check() as follows:

— If f = a (a proposition), Check(f ) returns the set
of states satisfying a.

— If f=f,A f, or f = —f,, use Apply(Check(f,),
Check(f,), *)
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¢ Check(3FOf ) = CheckEX(Check(f))

¢ Check(3[f U q]) =
CheckEU(Check(f ), Check(Q))

* & Check(3If ) = CheckEG(Check(f ))

T T

CTL formula OBDD
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¢ 3Of is true 1n a state if it has a successor in
which f 1s true.

- o CheckEX(f (v)) = 3v'[f (V') A R(v, V)]
= [F V) ARWV, V)]l v [F (V) ARV, V)|

¢ R 1s the transition relation OBDD

¢ Given OBDDs for f and R, we can compute
an OBDD for 3V'[f (V') A R(v, V')]
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¢ Least fixpoint characterization:
Ao Uppl=ul. pv (¢ A30Z)

. ¢ Use Lip() to compute Q,=False, Q,, ...,
~  Q, ... that converges to I[¢, U ¢,]

¢ Given OBDDs for ¢, ¢,, and Q;, we can
compute Q.. ;.

¢ Qi.i= oV (9, A3OQ)
¢Qi.=Q 2 QFuZ. p,v(p, A30Z)
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&/ CheckEG(T)
¢ Greatest fixpoint characterization
Ap=vZ.pA30OZ

. 78« ¢ Use Gip() to compute Qy=True, Q, ...,
~ Q, ... that converges to ¢

¢ Given OBDDs for ¢ and Q;, we can
compute Q.. ;.

’Qi+1:§0/\30 Qi
¢ Qi =Q 2> Q=vi.pn30L
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¢ Fairness Constraints F = {P,, ..., P}

¢ I0p=vZ.pA/\._, ,303[@UZ A P))]

Jx2 o Sect of all states which are start of some fair
computation is fair(v) = CheckFair(3L1True)

¢ CheckFairEX(f (v)) =
CheckEX(f (V) A fair(v))

¢ CheckFairEU(f(v), g(v)) =
CheckEU(f(v), g(v) A fair(v))
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€} Counterexamples & Witnesses

¢ Counterexample: If VL 1@ 1s false, produce a
path to a state in which —¢ holds.

= ¢ Witness: If 3O giis true, produce a path to a
- state in which ¢ holds.

¢ Counterexample(V @) = Witness(3< — @)

¢ Thus, need consider only witnesses:
[, U, and 30.

114



€ ] Witnesses

¢ Construct SCC graph G(V, E), where each
node 1n V 1s an SCC, and an edge exists 1f
there 1s a transition from a state in one SCC
to a state 1n another SCC.

¢ SCC graph contains no cycle (because all
cycles are in SCC graph nodes)

¢ Each infinite path has a suffix in an SCC
graph node.
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Witness for 4L lp with F = {P,,...,P,}
o Ap=vZ.pr/\._, 30T[@UZ AP))]

¢ For each P, compute an increasing sequence of
approximations Q," < Q,” < Q,” < ..., where QF
1s the set of states from which a state in Z A P can
be reached in < I steps.

¢ Start with an 1nitial state s satisfying L lg.
¢ Look for a successor t of sin Q,", VPeF.
¢ If no such t, keep looking in Q,*, Q,", ...

¢ Ift € Q" and i > 0, find a successor of t in Q, ,",
and continue until I = 0, thus we have a path from
S to some state U in 3L 1p A P. Continue with other
PeF to obtain S'. Find a path from s' to t (cycle).
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Witness for 1@ 1n first SCC

Figure 6.4
Witness is in the first strongly connected component.
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Witness for ALl spans 3 SCC

", e rray,
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"o, e

Figure 6.5

Witness spans three strongly connected components.
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'€} Witnesses for 3U and 30O

¢ fair = {s | state s satisfies 3L 1True with F}

¢ Witness for 3 [ f U g] with F =
Witness for 3 [ f U (g A fair)]

¢ Witness for 3O[ f ] with F =
Witness for O] f A fair]
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An ALU Example

Read ports Write port
o Register file -
-gn -
L3 ]
By
=
2
E
RS
Control
L gn_ - Pipe registers
5 )
.23 - = =
L g.. _—
Bypass circuitry
Figure 6.6
Pipeline circuit block diagram.
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C ' An ALU Example

Pipeline circuit

¢ First cycle of instruction: read operands
from register file into operand registers

~ o Second cycle: compute result and store in
first pipe register

¢ Third to r + 1 cycle: result is passed through
remaining pipeline registers

¢ Last cycle: result 1s written to register file
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C ' An ALU Example

¢ Only after r + 2 cycles, the result of an
operation 1s written back to register file.

¢ Input signal stall =» invalid instruction (e.g.,
= cache miss) = no change to destination reg

¢ Assume: 1 pipe register, XOR op only
¢ CTL specification has 2 parts:

— Destination register updated correctly

— All other registers should not change
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Spec Part 1 (Dest reg updated correctly)
¢ VLI(—stall = ((srclop,@src2op;)=result))
. ¢ Use VO" operator for n cycle delays

T 4 srelop, = (—sreladdr A VO? regy,) v
(srcladdr A VO? reg, ;)

¢ src2op; = (—src2addr A VOZ reg,;) v
(src2addr A VOZreg; ;)

¢ result; = (—destaddr A VO- reg,;) v
(destaddr A VO3 reg, ;)
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| An ALU Example

Spec Part 2 (No change 1n other registers)

- ¢ VLI((stall v —destaddr) —
(VOzreg, = vO-reg, ;)

¢ VLI((stall v destaddr) —
(VOreg, = VO-reg,))
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An ALU Example
(Experiment Results)
¢ 8-bit wide pipeline
¢ 4 general registers
¢ 1 pipeline register

¢ More than 1020 states
¢ 41,000 OBDD nodes
¢ Verification time: 22 mins of Sun 3

¢ Substantial improvement over explicit-state
model checking
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